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Ñîäåðæàíèå

Ââåäåíèå â àðõèòåêòóðó ÿäðà OpenBSD

Àïïàðàòíûå ïðåðûâàíèÿ

Ïðîãðàììíûå ïðåðûâàíèÿ (softintr)

Êðèòè÷åñêèå ñåêöèè è ñèíõðîíèçàöèÿ

Îáçîð ñåòåâîãî ñòåêà OpenBSD

Ìåõàíèçì ïðèåìà è îòïðàâêè ïàêåòîâ

Ìåõàíèçìû ïîâûøåíèÿ ïðîèçâîäèòåëüíîñòè íà SMP
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Àðõèòåêòóðà ÿäðà: Ââåäåíèå

ßäðî êàê ÷àñòü ÎÑ

Ðàáîòàåò â çàùèùåííîì ðåæèìå

Ìîíîëèòíî ïî ñòðóêòóðå, åñòü âîçìîæíîñòü ïîäãðóçêè ìîäóëåé

Óïðàâëÿåò ðàáîòîé ïåðåôåðèéíûõ óñòðîéñòâ

Îïðåäåëÿåò èíòåðôåéñ âçàèìîäåéñòâèÿ è óïðàâëÿåò äîñòóïîì
ïîëüçîâàòåëüñêèõ ïðèëîæåíèé ê ñèñòåìíûì ðåñóðñàì è
îáîðóäîâàíèþ

Îðãàíèçàöèÿ ÿäðà

Àðõèòåêòóðî-çàâèñèìûé ôóíêöèîíàë (Machine Dependent, MD):
ïðîöåäóðû íà÷àëüíîé çàãðóçêè, îáðàáîòêà ïðåðûâàíèé è ò.ä.

Àðõèòåêòóðî-íåçàâèñèìûé ôóíêöèîíàë (Machine Independent, MI):
ñåòåâîé ñòåê, ôàéëîâûå ñèñòåìû è ò.ä.
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Àðõèòåêòóðà ÿäðà: Êîíòåêñòû ÿäðà

interrupts

user
process

top half

bottom half

syscall

wait

Êîíòåêñò ïðåðûâàíèÿ

Çàñíóòü èëè çàáëîêèðîâàòüñÿ íåëüçÿ

Ñèñòåìíûì ïëàíèðîâùèêîì íå
îáðàáàòûâàåòñÿ

Èñïîëüçóåòñÿ ñòåê ÿäðà

Êîíòåêñò ïðîöåññà

Ìîæåò çàáëîêèðîâàòüñÿ èëè çàñíóòü â
îæèäàíèè îñâîáîæäåíèÿ ðåñóðñà

Èñïîëüçóåòñÿ ñòåê ïðîöåññà,
ïðîñòðàíñòâî àäðåñîâ ÿäðà
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Àðõèòåêòóðà ÿäðà: Âõîä â ÿäðî

Àïïàðàòíîå ïðåðûâàíèå, hardware interrupt

Ïîèñõîäèò àñèíõðîííî ïî îòíîøåíèþ ê âûïîëíÿþùåìóñÿ â
äàííûé ìîìåíò ïðîöåññó; íå èìååò ê íåìó îòíîøåíèÿ

Îáðàáàòûâàåòñÿ ñîãëàñíî òàáëèöå âåêòîðîâ ïðåðûâàíèé

Ïðåðûâàåò ðàáîòó òåêóùåé çàäà÷è

Àïïàðàòíîå èñêëþ÷åíèå, hardware trap

Ïîèñõîäèò ñèíõðîííî ïî îòíîøåíèþ ê âûïîëíÿþùåìóñÿ â äàííûé
ìîìåíò ïðîöåññó â ðåçóëüòàòå äåéñòâèé ïðîöåññà

Ïðîãðàììíîå ïðåðûâàíèå, software trap/interrupt

Ìîæåò áûòü èñïîëüçîâàíî ïðîöåññîì äëÿ ïåðåõîäà íà
ïðåâèëåãèðîâàíûé óðîâåíü èñïîëíåíèÿ (ñèñòåìíûé âûçîâ)

Èñïîëüçóòñÿ ñèñòåìîé äëÿ ðåàëèçàöèè îòëîæåííûõ ïðåðûâàíèé
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Àðõèòåêòóðà ÿäðà: Îáðàáîòêà àïïàðàòíûõ ïðåðûâàíèé

Ìàñêèðóåìûå ïðåðûâàíèÿ, IRQ

Èìåþò àññîöèèðîâàíûé áèò â IMR

Â BSD èñïîëüçóþò ñõåìó ïðèîðèòåòîâ Interrupt Priority Level, IPL

Íåìàñêèðóåìûå ïðåðûâàíèÿ, NMI

Íåâîçìîæíî ïðîèãíîðèðîâàòü

Èñïîëüçóþòñÿ äëÿ watchdog'îâ è âõîäà â ddb

Ìåæïðîöåññîðíûå ïðåðûâàíèÿ, IPI

Íà i386/amd64 äëÿ ïîñûëà è ïðèåìà èñïîëüçóåòñÿ LAPIC

Ïðåäíàçíà÷åíû äëÿ óïðàâëåíèÿ ðàáîòîé CPU: ñèíõðîíèçàöèÿ
êýøåé, çàïóñê äîï. ïðîöåññîâ è ò.ä.
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Àðõèòåêòóðà ÿäðà: Óñòàíîâêà ïðèîðèòåòà ïðåðûâàíèé

splhigh()

splserial()

splsched()

splclock()

splstatclock()

splvm()

spltty()

splsofttty()

splnet()

splbio()

splsoftnet()

splsoftclock()

Set Priority Level, SPL

Ïîçâîëÿþò óïðàâëÿòü êîíêóðåíòíûì
äîñòóïîì ê ðåñóðñàì

Ìîãóò áûòü âûçâàíû êàê â êîíòåêñòå
ïðåðûâàíèÿ, òàê è â êîíòåêñòå ïðîöåññà

Îñóùåñòâëÿþò ñèñòåìî-íåçàâèñèìûé äîñòóï
ê IMR

Óïîðÿäî÷åíû ïî ïðèîðèòåòàì

Ïðèìåð èñïîëüçîâàíèÿ

int s = splnet();

/* êðèòè÷åñêàÿ ñåêöèÿ */

splx(s);
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Àðõèòåêòóðà ÿäðà: Êîíòðîëëåðû ïðåðûâàíèé

Òèïû êîíòðîëëåðîâ ïðåðûâàíèé

PIC (i8259)

APIC (i82093)

Íåäîñòàòêè PIC

16 IRQ ëèíèé, äëÿ PCI óñòðîéñòâ äîñòóïíî ìåíüøå ïîëîâèíû

Èñïîëüçîâàíèå ðàçäåëÿåìûõ IRQ ëèíèé çàñòàâëÿåò çàïóñêàòü âñå
îáðàáîò÷èêè ïðåðûâàíèé, çàðåãèñòðèðîâàííûå íà ëèíèè

Äëÿ òîãî ÷òîáû çàìàñêèðîâàòü ïðåðûâàíèå íåîáõîäèìî
ïðîèçâåñòè çàïèñü â ðåãèñòð PIC

Ìîæåò áûòü èñïîëüçîâàí òîëüêî â îäíîïðîöåññîðíûõ ñèñòåìàõ

Áåëîïóõîâ Ìèõàèë Àðõèòåêòóðà ÿäðà OpenBSD, ñåòåâîé ñòåê



Àðõèòåêòóðà ÿäðà: APIC

CPU0

LAPIC

CPU1

LAPIC

system bus

I/O APIC

in
te

rr
up

ts

system chip

Ïðåèìóùåñòâà APIC

Ïîääåðæèâàåò SMP: â êàæäîì
ïðîöåññîðå ðåàëèçîâàí LAPIC, â
÷èïñåòå ðåàëèçóåòñÿ îäèí èëè
íåñêîëüêî I/O APIC

LAPIC ïîääåðæèâàåò 256 IRQ
ëèíèé (32 çàðåçåðâèðîâàíû)

Ïîääåðæèâàåòñÿ ðàñïðåäåëåíèå
ïðåðûâàíèé ïî CPU

Ìàñêèðîâàíèå ïðåðûâàíèé
äîñòóïíî íà óðîâíå CPU (â LAPIC)

Âñòðîåííûé òàéìåð âûñîêîãî
ðàçðåøåíèÿ
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Àðõèòåêòóðà ÿäðà: Ñèñòåìíûé òàéìåð

Ïðåðûâàåòñÿ HZ ðàç â ñåêóíäó (ïî óìîë÷àíèþ HZ=100)

Îáðàáàòûâàåòñÿ ôóíêöèåé hardclock(9)

Âàæíî çàêîí÷èòü îáðàáîòêó ïðåðûâàíèÿ äî ïðèõîäà ñëåäóþùåãî

Óïðàâëÿåòñÿ ïîäñèñòåìîé timecounters (tc_init(9))

Äàííûå ÷èòàþòñÿ èç "æåëåçà"ïðè êàæäîì âûçîâå microtime(9)

Ïî óìîë÷àíèþ èñïîëüçóåòñÿ ìåäëåííûé òàéìåð i8254

Âîçìîæíî èñïîëüçîâàíèå áûñòðûõ è äåøåâûõ òàéìåðîâ:
acpitimer(4), acpihpet(4), amdpcib(4), ichpcib(4),

glxpcib(4) è äð.

Ïàðàëëåëüíî èñïîëüçóåòñÿ RTC (Real Time Clock) òàéìåð

hz(9) îïèñûâàåò ãëîáàëüíûå ïåðåìåííûå ÿäðà, îòðàæàþùèå
òåêóùåå ñîñòîÿíèå òàéìåðîâ â ñèñòåìå

kern.timecounter
kern.timecounter.hardware=ICHPM

kern.timecounter.choice=i8254(0) ICHPM(1000) dummy(-1000000)
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Àðõèòåêòóðà ÿäðà: hardclock(), statclock() è softclock()

hardclock()

Îáíîâëÿåò ñèñòåìíîå âðåìÿ

Îáíîâëÿåò äàííûå òàéìåðîâ, óñòàíîâëåííûõ òåêóùåì ïðîöåññîì

Çàïóñêàåò statclock() softclock(), åñëè íåò îòäåëüíûõ
òàéìåðîâ

statclock()

Óìåíüøàåò äîñòóïíîå ïðîöåññîðíîå âðåìÿ òåêóùåìó ïðîöåññó

Ñîáèðàåò ñòàòèñòêó ïî ñèñòåìå â ìîìåíò ïðåðûâàíèÿ

Çàïóñêàåò schedclock() åñëè íåò îòäåëüíîãî òàéìåðà

softclock()

Çàïóñêàåòñÿ êàê ïðîãðàììíîå ïðåðûâàíèå

Îáðàáàòûâàåò î÷åðåäü timeout(9)
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Àðõèòåêòóðà ÿäðà: Ïðîãðàììíûå ïðåðûâàíèÿ (softintr)

Âûïîëíÿþò íèçêî-ïðèîðèòåòíûå çàäà÷è, ïîñòàâëåííûå â î÷åðåäü

Çóàïóñêàåòñÿ êîãäà ìåíÿåòñÿ óðîâåíü ïðèîðèòåòà ïðåðûâàíèé: ïî
âûõîäó èç ÿäðà â ïîëüçîâàòåëüñêîå ïðîñòðàíñòâî èëè ïðîñòî ïðè
ïîíèæåíèè IPL (èç spllower())

Ñóùåñòâóåò òðè î÷åðåäè ïðîãðàììíûõ ïðåðûâàíèé: softclock,
softnet è softtty

Ðàáîòàþò â êîíòåêñòå ïðåðûâàíèÿ

Çàïóñêàþòñÿ íà òîì æå ïðîöåññîðå, íà êîòîðîì áûë âûçâàí
softintr_schedule(); â OpenBSD òîëüêî íà boot ïðîöåññîðå

Ìîãóò áûòü ïðåðâàíû àïïàðàòíûì ïðåðûâàíèåì
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Àðõèòåêòóðà ÿäðà: Ñèñòåìíûé ïëàíèðîâùèê

Ïðèîðèòåòû èíòåðàêòèâíûõ ïðîãðàìì ïîâûøàþòñÿ, â òî âðåìÿ
êàê ïðèîðèòåòû ïðîãðàìì, àêòèâíî èñïîëüçóþùèõ ïðîöåññîð,
ïîíèæàþòñÿ

Ïåðåîäè÷åñêè çàïóñêàþùàÿñÿ schedclock() ïåðåñ÷èòûâàåò
ïðèîðèòåò òåêóùåãî ïðîöåññà

Ïðèîðèòåò ïðîöåññà îïðåäåëÿåòñÿ çíà÷åíèÿìè p_estcpu è p_nice:

p_usrpri = PUSER +
[
p_estcpu

4

]
+ 2p_nice

p_estcpu ïîêàçûâàåò ñêîëüêî ïðîöåññîðíîãî âðåìåíè áûëî

èñïîëüçîâàíî ïðîöåññîì íåäàâíî

p_nice óñòàíàâëèâàåòñÿ ïîëüçîâàòåëåì ÷åðåç óòèëèòû nice(1) è

renice(8)

Ïðîöåññ íàõîäèòñÿ ëèáî â î÷åðåäè íà èñïîëíåíèå (run queue)
ëèáî, îæèäàÿ îñâîáîæäåíèÿ ðåñóðñà, â î÷åðåäè îæèäàíèÿ (sleep
queue)
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Àðõèòåêòóðà ÿäðà: Î÷åðåäè èñïîëíåíèÿ è îæèäàíèÿ

Run queue

32 î÷åðåäè, îòîñîðòèðîâàííûå ïî ïðèîðèòåòàì

Ïðîöåññ, îòðàáîòàâøèé âåñü êâàíò âðåìåíè ïîìåùàåòñÿ â êîíåö
î÷åðåäè

Ïëàíèðîâùèê âûáèðàåò ïåðâûé ïðîöåññ ñ ìàêñèìàëüíûì
ïðèîðèòåòîì

Êâàíò âðåìåíè ðàâåí 10/HZ ñåêóíä (0.1 ñ)

Sleep queue

Õàðàêòåðèçóåòñÿ êàíàëîì îæèäàíèÿ (wait channel)

Âûçûâàÿ tsleep(9), ïðîöåññ àâòîìàòè÷åñêè ïîïàäàåò â î÷åðåäü
îæèäàíèÿ

wakeup(9) ïðåäíàçíà÷åí äëÿ èçâåùåíèÿ îæèäàþùåãî ïðîöåññà îá
îñâîáîæäåíèè ðåñóðñà
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Àðõèòåêòóðà ÿäðà: Êîíòåêñòíûå ïåðåêëþ÷åíèÿ

Êîíòåêñò ïðîöåññà ìîæåò áûòü ïåðåêëþ÷åí:

ÿâíî (âûçâàâ sched_yield())

âûíóæäåííî (îæèäàÿ îñâîáîæäåíèÿ ðåñóðñà, ïðîöåññ âûçûâàåò
tsleep(9))

ïðèíóäèòåëüíî åñëè áûë èçðàñõîäîâàí îòâåäåííûé åìó êâàíò
âðåìåíè

Îñíîâíûå ôóíêöèè

mi_switch() âûïîëíÿåò àðõèòåêòóðíî-íåçàâèñèìûå îïåðàöèè,
ïîäãîòàâëèâàÿ ÿäðî ê ïåðåêëþ÷åíèþ êîíòåêñòà

cpu_switchto() âûïîëíÿåò íåïîñðåäñòâåííîå ïåðåêëþ÷åíèå,
çàãðóæàÿ íîâîå àäðåñíîå ïðîñòðàíñòâî ïðîöåññà, âîññòàíàâëèâàåò
ñòåê, ñîñòîÿíèå ïðîöåññîðà è ò.ä.
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Àðõèòåêòóðà ÿäðà: Êðèòè÷åñêèå ñåêöèè

Íà îäíîïðîöåññîðíûõ ñèñòåìàõ êîíêóðåíòíûé äîñòóï ê ðåñóðñàì
óïðàâëÿåòñÿ ïîâûøåíèåì òåêóùåãî óðîâíÿ ïðèîðèòåòà
ïðåðûâàíèûé, IPL

Biglock àêòóàëåí òîëüêî äëÿ ìíîãîïðîöåññîðíûõ ñèñòåì è áåðåòñÿ
â íà÷àëå êàæäîé ïðîöåäóðû âõîæäåíèÿ â ÿäðî (ñèñòåìíûé âûçîâ,
ïðåðûâàíèå è ò.ï.)

Ñèñòåìíûå âûçîâû, íå íóæäàþùèåñÿ â biglock'å, ïîìå÷àþòñÿ êàê
NOLOCK

Äëÿ òîãî ÷òîáû óéòè îò biglock'à íåîáõîäèìî ðàçáèòü åãî íà
áîëüøåå êîëè÷åñòâî áîëåå ìåëêèõ áëîêèðîâîê (�ne grained locking)
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Àðõèòåêòóðà ÿäðà: Ñèíõðîíèçàöèÿ

Îñíîâà ñèíõðîíèçàöèè � àòîìàðíûé CAS (cmpxchg â x86)

Compare and swap:
int cas(int *flag, int o, int n)

{

if (*flag != o)

return (1);

*flag = n;

return (0);

}

Sleeping lock

while (cas(flag, 0, 1))

sleep(&flag);

Spinning lock

while (cas(flag, 0, 1))

/* do nothing */;

Biglock â OpenBSD ðåàëèçîâàí ôóíêöèåé __mp_lock() è ÿâëÿåòñÿ
spinning lock'îì. Íà i386 è amd64 îïòèìèçèðîâàí:

__asm __volatile("pause": : :"memory")
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Àðõèòåêòóðà ÿäðà: Áëîêèðîâêè (Locking)

Òèïû áëîêèðîâîê äîñòóïíûõ â ÿäðå

Sleeping lock (rwlock(9))

Spinning lock (mutex(9))

rwlock(9)

Èñïîëüçîâàíèå âîçìîæíî òîëüêî â êîíòåêñòå ïðîöåññà

Ïîìåùàåò ïðîöåññ â sleeping queue

Íå èñïîëüçóåò ðåñóðñû ïðîöåññîðà ïðè îæèäàíèè

mutex(9)

Èñïîëüçîâàíèå âîçìîæíî êàê â êîíòåêñòå ïðåðûâàíèÿ, òàê è â
êîíòåêñòå ïðîöåññà

Èñïîëüçóåò ðåñóðñû ïðîöåññîðà ïðè îæèäàíèè

Â êîíòåêñòå ïðîöåññà èñïîëüçóåòñÿ äëÿ áûñòðûõ êðèòè÷åñêèõ
ñåêöèé
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Ñåòåâîé ñòåê: Ñòðóêòóðà ñòåêà
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Ñåòåâîé ñòåê: Îáùàÿ êàðòèíà
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Ñåòåâîé ñòåê: Ïðèåì ïàêåòà, êàíàëüíûé óðîâåíü
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Ñåòåâîé ñòåê: Ïðèåì ïàêåòà, ñåòåâîé óðîâåíü
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Ñåòåâîé ñòåê: Ïðèåì ïàêåòà, òðàíñïîðòíûé óðîâåíü
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Ñåòåâîé ñòåê: Îòïðàâêà ïàêåòà, òðàíñïîðòíûé óðîâåíü
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Ñåòåâîé ñòåê: Îòïðàâêà ïàêåòà, ñåòåâîé óðîâåíü
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Ñåòåâîé ñòåê: Îòïðàâêà ïàêåòà, êàíàëüíûé óðîâåíü
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Ñåòåâîé ñòåê: Ïóòè óëó÷øåíèÿ ïðîèçâîäèòåëüíîñòè

Óñòðàíåíèå biglock, ïåðåõîä ê �ne grained locking

Èñïîëüçîâàíèå äîïîëíèòåëüíûõ ïðîöåññîðîâ äëÿ îáðàáîòêè
ïðåðûâàíèé

Èñïîëüçîâàíèå node-bound ïðîöåññîâ ÿäðà äëÿ îáðàáîòêè softintr

Èñïîëüçîâàíèå èíôîðìàöèè îá àðõèòåêòóðå I/O íà êîíêðåòíîé
ñèñòåìå (io-bound threads)

Èñïîëüçîâàíèå èíôîðìàöèè î ëîêàëüíîñòè ïàìÿòè (NUMA-aware)
è èñïîëüçîâàíèå node-bound ïîëüçîâàòåëüñêèõ ïðîöåññîâ

Èñïîëüçîâàíèå ïîëëèíãà ïðè áîëüøîé íàãðóçêå

Óëó÷øåíèå êà÷åñòâà äðàéâåðîâ

Èñïîëüçîâàíèå êà÷åñòâåííîãî îáîðóäîâàíèÿ
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Çàêëþ÷åíèå

Let's have a beer, shall we?
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